Improving Health and Building Readiness. Anytime, Anywhere — Abhvays

Warfighter Cognition Test Online
Login and Registration

Quick Reference Guide

The purpose for this guide is to walk Military Service Members step-by-step
through the iAS and OTP registration process.

This guide is broken down into four sections:

1. Logging in with Your CAC
First-Time OTP Registration (If
3. Logging in with a One Time Passcode

4. Self-Service: Forgot Password, Forgot Username, Reactivate Account, Update My Account
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° Logging in with your CAC

To begin, visit:https://watriorcognition.health.mil

1. Select the Accept DoD Notice and Log in with CAC option from the window

Waming Notice and Consent to Monitor

NOTE: The CAC option will only appear when you are using a desktop computer.

2. Select your certificate for authentication. Click Ok.

\ Select a certificate for authentication X

§ =
‘\ A ’ = I Site warriorcognitioncacpt health mil 443 needs your credentials
.

.?COGNITION TEST ONLINE a
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3. Enter your PIN. Click Ok.

ActivClient Login ? X

Please enter your PIN

PIN I sesnee I
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4. (Optional) Create and confirm your password. Enter your phone number. Click Continue.

One Time Passcode Registration

Please provide the information below to configure OTP authentication for your
account

Passwords must be at least 10 characters and contain a minimum of 1 uppercase
letter, 1 lowercase letter, 1 number, and 1 special character. Your password can not be
the same as any of your previous 5 passwords

* Required Fields

..........

Y

@

By providing your moblie phone number, you agree 10 receive lext messages

L R s

. I

NOTE: Your password must be at least 10 characters and contain a minimum of 1
uppercase letter, 1 lowercase letter, 1 number, and 1 special character.

5. Choose either Text OTP or Email OTP to receive your one-time passcode.

One Time Passcode Registration

Select how your one time passcode will be sent to you

Text OTP

Email OTP
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6. Your passcode will be sent to the method you chose within 1-2 minutes.

Warfighter Cognition Test Online One Time Passcode
@ S| S N

- u - B T
> © =i Tmait= oAl N, B, )

no-reply-cognition@health.mil

aurane tme passcode for registering for OTP with Warfighter Cognition Test Online is

7. Enter the one time passcode sent to you. Click Continue.
Once successful, you will be logged in and can access your test.

Reset Your Password PLEASE READ BELOW

Please enter the one time passcode sent to: © s e oo e e i
r****@health.mil e
-

It may take up 10 1 - 2 minutes 10 receive your passcode

Passcode Expires in:

09:46

CLICK BELOW TO BEGIN

Take Test

«—)

| 734774 |

Resend OTP

Authentication by identity Authentication Services

Return to Warfighter Cognition Test Online login page

Note: Clicking Take Test will log you in and open a new browser tab.

WARFIGHTER
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© First-Time OTP Registration
(If you don’t have your CAC)

For first-time OTP Registration, select the Accept DoD Notice and Log in with One
Time Passcode option.

Warning Notice and Consent to Monitor

Accept DoD Notice and Log in with One Time Passcode

Accept DoD Notice and Log in with CAC

If you don’t have your CAC and you’ve never registered for OTP access, click New to OTP?
Register Now from the login page to register your OTP account information.

Forgot Username? | Forgot Password?

Reactivate Account | Update My Account

New to OTP? Re%ﬁer Now

Return to Warfighter Cognition Test Online login page

Follow the steps to create your OTP account

1. Complete the information in the Register Your Account form

Register Your Account
* Required fields

Your SSN is used for lookup purposes only and is not stored in iIAS

By providing your mobile phone number, you agree to receive text

messages

WAPI"I(J H :I
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®)
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o
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2. Choose the method for a one time passcode to register your OTP account.

Register Your Account

Select how your one time passcode will be delivered to you

Text OTP

Email OTP

Return to Warfighter Cognition Test Online login page

3. Copy your code to paste into the verification form.

Warfighter Cognition Test Online Registration One Time Passc...

&~ | & > eee
° no-reply-cognition@health.mil @ s J
5 @ >44 AM

Your one time passcode for registering with Warfighter Cognition Test Online

Register Your Account
Please enter the one time passcode sent to:

r****@health.mil

It may take up to 1 - 2 minutes to receive your passcode

Passcode Expires in:

08:39

111958

Continue

Resend OTP

"ION TEST ONLINE 6 of 18
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4. Once verified, you will see a success screen with your OTP account registration
information. A copy will be sent to the email you registered during the registration process.

To return to the login page, click Continue.

Your regmstered emad address &

A successid OTP registration confemation emad will be sent &

rery 365 days or your

Warfighter Cognition Test Online accounts must be accessed ev

hegorze- | NewGow | [escnpeose ] ) e
One Time Passcode Registration ' Browse Groups Addvese Book Read Translate All

Wow Up v Filter Email v Aloud v Apps

Groups Find Speech Language Apps

have successhly re TP w artghter Cogr 0y
sormame o ' s X - =
Warfighter Cognition Test Online Registration
Your rogmtered phone Numter 5 @ € p) (()

° no-reply-cognition@health.mil
o @

You have successfully registered with Warfighter Cognition Test Online.
I

Your username is:

Your registered phone number is:

Your registered email address is:

5. Clicking Continue will bring you back to the login page.

One Time Passcode (OTP) Login

Please enter your username and password.

Remember my usemame

Forgot Username? | Forgot Password?

Reactivate Account | Update My Account
New to OTP? Register Now

Return to Warfighter Cognition Test Online login page

(\\W TL_(“"
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© Logging in with a One Time Passcode

To begin, visit: https://warriorcognition.health.mil

1. Select the Accept DoD Notice and Log in with One Time Passcode option from the
window.

Waming Notice and Consent to Monitor

e

Accept DoD Notice and Log in with One Time Passcode I ?

Accept DoD Notice and Log in with CAC

-t s

2. Enter your Username and Password. Click Log in.

One Time Passcode (OTP) Login |,

Please enter your username and password.

I Username I

3 I Password I &
(4 3
Remember my username

Forgot Username? | Forgot Password?

Reactivate Account | Update My Account

3. Choose the method you want to receive for your OTP.

Select how your one time passcode will be sent to you

Text OTP

[

w ARFIGHTER
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One Time Passcode Login

Please enter the one time passcode sent to:

r***@health.mil

It may take up to 1 - 2 minutes to receive your passcode

Passcode Expires in:
09:42

Time Pass
Continue

Note: Keep in mind that there is a time limit to enter in the OTP sent to you.

5. Copy the passcode sent to you to enter into the One Time Passcode login window.

Warfighter Cognition Test Online One Time Passcode
@ no-reply-cognition@health.mil Ll hed el Bd |
To © Fregpuam. Eakic'& O 28" 945 AM
Your one time passcode for authenticating with Warfighter Cognition Test Online
|

6. Enter or paste the passcode into the One Time Passcode Login text box.
Click Continue.

One Time Passcode Login

Please enter the one time passcode sent to:

r***@health.mil

It may take up to 1 - 2 minutes to receive your passcode

Passcode Expires in:

T

WARFIGHTER
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4. You will be logged in to the test site where you can access your test by clicking Take Test.

PLEASE READ BELOW

(C}

CLICK BELOW TO BEGIN

Take Test

®9

Authentication by identity Authentication Services

NOTE: If you need help, the DHA Global Support Center (GCS) contact information is
listed at the bottom of the screen.

Authentication by identity Authentication Services

ontact the DHA Global Support Center (GSC) hel

DHA GS(C

= g
i |

COGNITION TEST ONLINE 10 of 18
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o Self-Service

Forgot Username, Forgot Password, Reactivate Account, and Update My Account

Forgot Username

If you forgot your username and are unable to locate your registration email that has your
login credentials, you can easily get help directly from the login page.

1. Click on Forgot Username? from the login window

One Time Passcode (OTP) Login

Please enter your username and password.

T y F N &
ol
Y Remember my usemname

Login
Forgot Username? l§| Forgot Password?

Reactivate Account | Update My Account

New to OTP? Register Now

Return to Warfighter Cognition Test Online login page

Retrleve Your Username
Enter your Email 2 s

I Email I
or your DoD ID (10 digit)

|

SUBMIT

Return to Warfighter Cognition Test Online login page

Authentication by identity Authentication Services

NOTE: Your email address must match the email you used to register your account.

Retrieve Your Username

Check your email to retrieve your usermame

Return to Warfighter Cognition Test Online login page

WARFIGHTER
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3. Check your email to receive your username.

Return to the login page once you retrieved it.

Warfighter Cognition Test Online username

no-reply-cognition@health.mil
o

You don't often get email from no-reply-cognition@health.mil. Learn why this s important

Your Warfighter Cognition Online Test usernameis =«

Forgot Password

If you forgot your password, you can have a link to reset your password sent to your email.

1. Click on Forgot Password? from the login window.

One Time Passcode (OTP) Login

Please enter your username and password.

Remember my username

h
Forgot Username? || Forgot Password?

Reactivate Account | Update My Account

New to OTP? Register Now

Retumn to Warfighter Cognition Test Online login page

WARFIGHT I
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2. Enter your Username or Email address. Click Submit.

Reset Your Password
Enter your Username

Usermame
bl

v

or your Email address

Email address

Return to Warfighter Cognition Test Online login page

Authentication by identity Authentication Services

3. A toast message will appear to confirm a password reset link has been sent.

Reset Your Password

An email has been sent 1o the address you entered. Click the link in that emaill to
proceed

Return to Warfighter Cognition Test Online login page

NOTE: Your email address must match the email you used to register your account.

4. Click the link in your email to reset your password. Return to the login page once you’ve
reset your password.

Warfighter Cognition Test Online Forgotten password email

no-reply-cognition@health.mil
L)

You don't often get email from no-reply-cognition@health.mil. Learn why this is important

Click on this link to reset your Warfighter Cognition Test Online password.

WARFIGHTER
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5. The link will open in a new tab and prompt you to choose a one time passcode before
resetting your password.

Reset Your Password
Reset Your Password Please enter the one time passcode sent to:
r"***@health.mil
Select how your one time passcode will be delivered to you P P

Passcode Expires in:

T =

Email OTP

Return to Warfighter Cognition Test Online login page Resend OTP

Return to Warfighter Cognition Test Online login page

6. Copy the one time passcode from the method you chose to receive it.
Enter it into the text box. Click Continue.

Warfighter Cognition Test Online Password Reset One Time Passcode
Reset Your Password

0 ‘ Please enter the one time passcode sent to:
[You don't often get email from no-reply-cognition@health.mil. Learn why this is important at r***@health.mil
https://aka.ms/LearnAboutSenderldentification ]

Passcode Expires in:

Your one time passcode for resetting your password with Warfighter Cognition Test Online i§017530 09:46

7. This will take you to the Reset Your Password window. Once you update your password,
you will receive a success toast message confirmation.

Reset Your Password
Reset Your Password

) Your password has been successfully reset

&

“ Return to Warfighter Cognition Test Online login page

NOTE: Your password must be at least 10 characters and contain a minimum of 1

uppercase letter, 1 lowercase letter, 1 number, and 1 special character.

Reactivate Your Account

Military Service Members can reactivate their own account by authenticating through their
CAC. Accounts get deactivated if service members have gone 365 days without logging in.

Note: If you log in with your CAC, you will automatically be reactivated.

RFIGHTER
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One Time Passcode (OTP) Login

Please enter your username and password.

nf
Remember my username

,

Forgot Username? | Forgot Password?

Reactivate Accountli| Update My Account

New to OTP? Register Now

Retumn to Warfighter Cognition Test Online login page

2. Choose the method you would like to receive your one time passcode.

Account Reactivation

7 Select how your one time passcode will be sent to you

Text OTP

N\
*3

WARFIGHTER
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3. Enter your Username or Email Address. Click Submit.

Account Reactivation

Please enter your username or email address below and click
Submit.

rid Userngme or Email Address

Forgot Username? | Forgot Password?

Reactivate Account | Update My Account

Retum to Warfighter Cognition Test Online login page
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4. Check your phone or your email to retrieve your one time passcode that was sent.

Warfighter Cognition Test Online One Time Passcode

no-reply-cognition@health.mil
o @& i okl s S TR )4

Your one time passcode for reactivating your account with Warfighter Cognition Test Online
fs25142 |

5. Enter the one time passcode into the Account Reactivation window text box.

Click Continue.

Account Reactivation

Please enter the one time passcode sent to:

r****@health.mil

It may take up to 1 - 2 minutes to receive your passcode

‘; " 4 Passcode Expires in:
.
N
525142
K

Account Reactivation =

Your account has been reactivated

Authentication by identity Authentication Services

WARFIGHT I?
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Update My Account
Military Service Members have the ability to update their account directly from the login page.

1. Click on Update My Account from the login window.

One Time Passcode (OTP) Login

Please enter your username and password.

Remember my username

. 3
Forgot Username? | Forgot Password?

Reactivate Account |fUpdate My Account

New to OTP? Register Now

Retum to Warfighter Cognition Test Online login page

2. Enter your Username and Password. Click Log in.

One Time Passcode (OTP) Login

Please enter your username and password.

Remember my username
’

|
v

Forgot Username? | Forgot Password?

Reactivate Account | Update My Account
New to OTP? Register Now

Return to Warfighter Cognition Test Online login page
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3. You have the ability to update your Mobile Phone number and Email address.

When you’re finished making updates, click Update.

User profile Go to Warfighter Cognition Test Online

Basic Info Password
Username
*First Name

“Last Name

Mobile Phone number I I

By providing your mobile phone number, you agree to receive text messages

Email address I I

4. Once the update completes, you will receive a success toast message at the top of the
screen indicating that your profile has been updated.

© Profile has been updated

5. You may also update your password from the Password tab. Once you create your new
password, click Sumit to update your login password.

EST ONLINE
i —
User profile Go to Warfighter Cognition Test Or
Basic Info Password
New password o
Confirm new password (1]
Update
S Bl

NOTE: Your password must be at least 10 characters and contain a minimum of 1
uppercase letter, 1 lowercase letter, 1 number, and 1 special character.

WARFIGHT F!
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